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Abstract

Obol is a special purpose programming language
for the implementation of security protocols. It has
been designed with the success of BAN in mind. In
particular, the language mimic the representation
used to express protocols before idealization.

Obol is a (very) high level language, and, in most
cases, it is straight forward to convert a protocol
expressed in the traditional notation (e.g. : A —
B:{Ns,Np}k,;) into Obol.

Obol is well suited for experimenting with security
protocol design.

The Obol runtime, named Lobo, has been imple-
mented; the implementation is presented and the
design discussed.

Several well known protocols are run to justify the
approach.

1 Introduction

“Early binding is extremely wicked.” Roger Need-
ham

The interest in security protocols stems from the
fact that it is impossible to build any non-trivial dis-
tributed systems without them. We are both inter-
ested in whether a protocol is logically correct, and
in the quality of the implementation. When proto-
cols are discussed and analyzed, they are more often
than not described in a traditional message-focused

typical example (and taken from [10, page 30]):

Message 1 A — B: A N,

Message 2 B — S : B,{A, Ny, Ny} k,.

Message 3 S — A: {B,Kup, No, No} k
{A’Kab}Kbs

Message 4 A — B : {A, Kap} k., {No} Ko

as)

The first step to ensure correctness is to analyze the
protocol. In order to analyze any protocol with BAN
(or any of the siblings [24]) we need to idealize the
messages. This is a manual process. As an example,
the following is the idealization of Message 4 above
(also obtained from [10]):

(A" By, , {(N, A% B, S = (A" B))}x.,

Regardless of the merits of BAN, it can safely be said
that the process of idealization is difficult, crucial,
error prone, and, alas, impossible to prove correct.
The value of the analysis hinges on the correctness
of the idealization.

In a somewhat informal manner, we can say that
the effort needed to idealize a protocol is the “dis-
tance” between the description and BAN. How hard
it is to get the idealization correct depends on the
protocol, and can be seen also as a measure of the
protocols’ complexity. The more complex the pro-
tocol, the more important it is to analyze, and the
more difficult the idealization (both to actually do,
and to do correctly).

An implementation is taken to be correct if it does
not violate any of the assumptions made as part
of the analysis. Obviously, an implementation of a
security protocol should be as secure as the proto-
col itself. In particular, when a protocol uses well-
protected encryption keys, and the protocol itself
has been designed to meet the highest demands for
security, a considerable effort should go into the im-

notation; the following, the Yahalom protocol, is a 1 plementation.



When the idealization of a protocol has been found
to achieve a suitable set of goals, implementation
can get underway. The starting point for the imple-
mentation would be the protocol description. There
is a substantial degree of freedom in the hands of the
implementor and a wide range of implementations
could all be correct even though they are incom-
patible. Such an incompatibility can stem from use
of encryption, message formatting issues, naming,
and so on. Any effort on the analytical level can be
voided by an error in the implementation.

If the language of choice is Java or C, the “distance”
from the protocol description to the running code
is considerable longer than the “distance” between
the description and the idealization. Also here, the
greater the distance, the more likely it is for an er-
ror to be made. To that end, Obol is a special pur-
pose programming language, designed for the sole
purpose of implementing security protocols (such as
the one above).

Obol is a programming language for a very spe-
cific environment. The programs implements proto-
cols, and the runtime for the language reflects this.
Very briefly we can say that clients download into
the runtime, which is named Lobo, programs writ-
ten in Obol (e.g. protocols). Lobo then exchanges
messages with other parties, encrypts and decrypts,
and deals with all the low level details. In general
terms we can say that Obol tries to embed in the
language itself all the aspects that are “only” en-
gineering (such as padding and formatting), while
exposing those related to analysis (such as which
components go into a message).

The rest of the article is structured as follows: We
first present the design goals of Obol, before we de-
scribe the design and implementation. We then give
a few examples of Obol programs implementing non-
trivial protocols, as well as a discussion why e.g.
SSH currently cannot be programmed in Obol. An
overview of related work is given, and we conclude
with future work.

2 Design Goals

The goal of Obol is to make the “distance” from a
protocol description to running code no longer than
the “distance” to the idealization. We believe this
has been achieved.

We wanted Obol to be a language one could apply in
settings where it for some reason was undesireable
to write a full protocol stack. A program in Obol
does not describe a full protocol: It describes (only)
the implementation at one end. For that reason, an
Obol program is not a protocol specification.

Being based on a combination of engineering and
analysis, Obol has primitives rooted in both camps.
One part of the language closely follows the expres-
sional power of the language used to describe proto-
cols. The second part follows from the semantics of
the message components exposed by an analysis in
BAN. We will use the Yahalom protocol to demon-
strate the different primitives.

Message 1 A— B: A, N,

Obviously, it must be possible to send and receive
messages, and means to express both sending and
receiving must be primitives in the language. An
integral part of exchanging messages is to decide on
a formatting convention, how to detect and identity
message components, and so on.

Also an integral part of sending is a naming and ad-
dressing scheme, and (a derivative of) this scheme
must be used also as message components. The
design of this naming scheme raises an intriguing
question on whether naming PER SE has security
implications or not, and whether this is “only” im-
plementation details. In any case, Obol supports a
flexible naming scheme.

In Obol, encryption and decryption is exposed to
the programmer, but details about padding and ini-
tialization vectors are not. We believe that a fruitful
abstraction is to indicate which components are to
encrypted. Upon receiving, if (parts of a) packet
needs to be decrypted, the Obol runtime will ver-
ify that the correct key is used. Then, as a separate
issue, it is established whether the packet is the cor-
rect one. This must be done by comparing elements
found inside the message after decryption with ob-
jects supplied by the programmer. This closely fol-
lows the ideas of correctness in BAN.

In this protocol N, is a nonce, and it must be gener-
ated as part of the program execution. In addition
to nonces, the implementation of many protocols
also needs to generate fresh keys (both symmetric
and asymmetric), and time stamps. Obol supports
this.



send Send data.
receive Try to obtain a message, with component matching.
encrypt Shared- and public key encryption.
decrypt Decrypt, with component matching.
generate Generate nonces and keys.
believe Promote data into knowledge (or beliefs).
Table 1: Primitives in Obol.
Description: A— B :{A Kw}k,.,{Vb}x,,
Obol: (send B (encrypt Kbs A Kab) (encrypt Kab Nb))
Interpretation: {4 %% B}x., {(N,,A S B, S £ (A% B))}x,,

Table 2: A message, its implementation and interpretation.

The correctness of the protocol does not depend
on whether the first message is sent as (4, N,) or
(Ng,A). When a message is sent it will be left to
the runtime to determine how the message compo-
nents best can be represented. We believe this is a
sound separation of concerns.

Message 2 B — S : B,{A, Ny, Ny} k,.

Encryption is integral to security protocols, as is de-
cryption; in this example a symmetric crypto sys-
tem is used. With an asymmetric system, encryp-
tion and decryption with both types of keys (en-
cryption and decryption, signing and verification)
is supported. It is not possible to reliably decrypt
message without an A PRIORI agreement on the for-
mat of the message; this is part of Obol’s runtime.

When this message is received by S the naming
scheme’s importance must be recognized. It is evi-
dent in the analysis that S controls the creation of
a shared key between B and A, and is thus in some
way able to deduce whom A is. We will return to
this later. The messages 3 and 4 does not add any-
thing to our list of features in the language, but will
be discussed below in a different context.

To sum up, the parts of the core of Obol derived
from the language used to describe messages are
primitives for sending and receiving messages, en-
cryption and decryption, machinery to deal with a
naming scheme, and the ability to generate random
material for nonces and keys.

The process of idealization exposes a different set of
properties hidden in the protocol description. Con-

sider the first part of the third message which is
received by A:

{B, Kap, No, No } i,

The security of a system using this protocol depends
not only on what the message contains, but also on
whether A is able to reliably determine what is in-
side. One of the overreaching principles on engi-
neering security protocols [1, 2, 3, 12] is concerned
with the content of messages: Every message should
explicitly say what it means; the interpretation of
the message should depend only on its content, and
it should not be necessary to use any other context.
After decryption and verification that the decryp-
tion was correct, A must locate the four compo-
nents, which have three different types: a name, a
shared key, and two nonces, one of which should be
identifiable as A’s own. The ability to identify the
components, and assign them their correct type, is
crucial for upholding the assumptions made during
the analysis, and thus for security. In particular, the
above message must be discarded unless N, can be
found within it; the freshness of K,; hinges solely
on the ability to establish this fact. Since Obol sup-
ports such “look ahead”, “Fail-Stop” [15] protocols
can be efficiently implemented. The only means to
receive a message in Obol is to give a specification
of the components that are to be found in it. In the
receive statement one can also specify components
expected to be found within encrypted parts.

Along the same line of argument, if the identity of
a principal is essential to the meaning of a message,
it is prudent to mention the principal’s name ex-
plicitly in the message and not rely on the channel
the message was delivered on to acquire this knowl-



edge. For this reason, the notion of a communica-
tion channel can not be expressed in Obol. When
analyzing protocols it is not relevant how a mes-
sage arrived, and in Obol it is left to the runtime to
search for messages that matches the requirements
of the application.

After a message has been received, we know from
the axioms in BAN, and more explicit in GNY [14],
that data found in messages can be promoted into
belief: Bitstrings are promoted into encryption keys.
This is a decision crucial for security, and in Obol
no promotion of this kind can occur without doing
it explicitly.

We now turn to the second part of the third mes-
sage:

{A7 Kab}Kbs

This component can not be read at all by A be-
cause it is encrypted by a key he does not have
access to. For this reason, Obol must have prim-
itives to deal with message components of unknown
type; these are said to be of the anonymous type.
In practice, one of two possible actions are reason-
able when dealing with the content of a anonymous
variable: Either forward it to another party (as is
done here), or make some assumption on the con-
tent and turn it into a known type (such as a key).
The latter is what B will have to do; how this is
done in Obol is shown on line 16 of the Obol pro-
gram that implements B’s part in this protocol (see
Section 4.2).

Taken together, the core of Obol consists of a small
set of primitive operations aimed at the core func-
tionality of security protocols. The operations are
summarized in Table 1. The operators are designed
to facilitate the implementation of security proto-
cols, and are designed to ease the translation from
a protocol description that will also be used as a
starting point for an idealization. Table 2 shows
Message 4 from the Yahalom protocol, its idealiza-
tion (taken from [10]), and the implementation in
Obol. Please note that that the snippet of code
shown in Table 2 can be run as shown; a full list-
ing of the protocol implementation is included in
Section 4.2.

3 Design and Implementation

In the previous section we discussed the goals of
Obol, here we will discuss the design and imple-
mentation.

3.1 Design

The three basic parts of a programming language
are expressions, statements, and declarations [22].
Following the style in which protocols are described,
we want Obol programs to consist of a sequence
of expressions, not statements, because expressions
make it easy to write short, nested code as is well
documented by the Lisp experience [13]. Ideally, we
would like Obol to be a language consisting of only
expressions without side effects; i.e. a functional lan-
guage [22]. It can be argued that such languages en-
courages readability and correctness [4]. However,
we certainly wanted to have variables, but Obol still
has a functional “taste”; the functional program-
ming style removes the need for temporal variables.

We have chosen dynamic typing. The values have
type, not the variables themselves. Variables are
created dynamically and have global scope. Values
of anonymous type are kept in variables prefixed
with * and referred to as anonymous variables.

The order of evaluation is strictly from left to right.
Statements can be nested, and evaluation is from in-
ner towards outer. Again, this is also shown in the
statement in Table 2, which contains three state-
ments, two of them embedded in on outer state-
ment.

For reasons of simplicity, and to avoid precedence
rules, Obol is designed to have a prefix notation,
i.e. all expressions start with an operator, followed
by zero or more arguments. A syntactically valid
Obol statement was shown in Table 2.

We will now discuss the particularities of the six
primitives in Obol (shown in Table 1).

1: Believe In Obol data can be “believed” to
have structure; this is how a bitstring is pro-
moted into an encryption key. We model the
believe primitive after the corresponding one in
BAN. We use it to make assumptions (this key is



“good”), and to promote data that has been re-
ceived. Embedded in the primitive is also dec-
laration of variables. The syntax is (believe
variable value type attribute), and a typical
example will be (believe K 0x1234 shared-key
((alg AES))); the runtime will verify that the
value (here a number) is suitable for promotion into
a key.

2: Generate When nonces, timestamps and
keys (both types) are needed they must be ex-
plicitly generated. The syntax is (generate
type attributes). Generate is used with
believe to create variables of some specific
type: (believe K (generate shared-key ((alg
AES) (size 128)))).

3: Encrypt How data is encrypted depends on
the type of the key; the runtime will dispatch to
the correct routines. The syntax is (encrypt key
data attributes). Keys must explicitly have been
believed to be good. For example

(believe K (generate shared-key ((alg AES)
(size 128))))
(encrypt K “secret”)

4: Decrypt As discussed earlier, decrypting first
and foremost requires that the decryption succeeds;
this must be determined by verifying redundant in-
formation inside the package (such as a checksum).
Then the decrypted content must be examined to
decide if it matches the protocol’s requirements.
The syntax is (decrypt key ciphertext pattern
attributes). How this pattern matching is used
will be demonstrated in a moment.

5: Send The sending of messages are central to
any protocol. In Obol, the syntax is simple: (send
receiver data). The data will usually be a list of
variables (or functions that return an object). For
example (send "host:port" A (encrypt K Na))
where the second component of the message would
be Na encrypted with K.

We have chosen a simple ASCII format for messages.
Each message element is encoded in hex and sur-
rounded by parenthesis and the message as whole
is again surrounded by parenthesis. We chose an

ASCII based format to make debugging and inspec-
tion of the messages simple. The nested parenthesis
structure makes parsing easy. Here is a message
containing a 4 byte timestamp and a 128 bit AES
key:

((c3c249ae) (1c7dc3£d915199830a7c1959¢e7aa9d1f))

Notice that the message encoding contains no in-
formation on how to decode the individual message
elements; the message elements behave like bit se-
quences with no inherent meaning. This is sufficient
because the receiver must have the necessary infor-
mation to decode the message; decoding happens in
the context of a pattern such as in a receive state-
ment. If the first element in the pattern is a nonce,
the hex encoded bit sequence in the message ele-
ment is interpreted as a nonce and if the pattern
element is a string it is decoded as a string, and so
on.

Which format is chosen, as long as it is based on
sound engineering principles, should be irrelevant.

6: Receive Receive is by far the most complex
primitive. Since communication channels PER SE
cannot be expressed in Obol, message receival can-
not be determined by where or how a message ap-
pears. Instead, a message receival must be de-
scribed in terms of expected content. The syntax
is (receive pattern attributes).

Take as example the fourth message of the Yahalom
protocol: A — B : {A, Kuw}k,., {Nv}k,,- The im-
plementation of this statement is as follows (the line
numbering is not part of the implementation):

1 (receive *1 *2)
(decrypt Kbs *1 A *Kab)
3 (believe Kab *Kab shared-key ((alg AES)
(size 128)))
4 (decrypt Kab *2 Nb)

1. A message is expected that can be parsed into
two separate components; these are stored in
two anonymous variables as a side effect. The
expression returns the message.

2. The first component should be decryptable us-
ing the key stored in Kbs, and inside it must
again be possible to identify two components,
of which the first must match what is currently



stored in the variable A. Only if both are true
does the call succeed. The second component
found after decryption is assigned to the anony-
mous variable *Kab.

3. The content of the variable *Kab is promoted
to a shared key and stored in the variable Kab.

4. Tt is verified that the contents of Nb can be
found in the anonymous variables by decrypt-
ing with the key stored in Kab.

In addition to these six core primitives, there is
also support for generating and using Diffie-Hellman
type keys, both for key-exchange schemes and for
reading and writing such keys to storage.

If we wanted to be able to write protocols that
are compatible with existing implementations, Obol
would have to be Turing complete. For example, an
implementation can add a transformation of data
to a packet (such as a checksum). Obol is not Tur-
ing complete because we wanted to investigate how
much flexibility we could achieve while retaining the
high-level aspects of the language.

3.2 Lobo

We have implemented a prototype runtime for Obol;
this runtime is called Lobo. The runtime imple-
ments Obol with an interpreter, which is designed
in the standard way: It takes an expression and
an environment as input, evaluates the expression
in that environment and returns the result. Since
a top-level expression may contain nested Obol ex-
pressions, a recursive structure was natural for the
evaluation part. Because we designed Obol expres-
sions to always begin with an operator, the core of
the evaluation was very easy to implement. The
complete runtime was implemented in about 2500
lines of Common Lisp.

The runtime supports multiple Obol scripts in par-
allel, and has an API which applications can use to
load scripts into Lobo and get results back again.
The application gets a handle to each script it loads
and uses this handle to communicate with the script
instance.

If the application doesn’t run in the same address
space as Lobo, the handle will typically hide a proxy.
The application will call an initialization method on

the proxy which behind the scenes sets up a secure
channel to Lobo and offers a method for loading
scripts when ready. After loading a script, the ap-
plication waits for Lobo to return a value to the
proxy, and the proxy may offer other functional-
ity like a close method. All communication between
Lobo and the proxy must happen according to some
well-defined protocol that handles issues like mar-
shalling of values. The exact nature of the proxy and
the corresponding glue in the runtime will depend
on the implementation languages; a Lobo runtime
implemented in Java servicing Java applications will
be different from a runtime implemented in Com-
mon Lisp and servicing Python applications. We
have implemented a proof-of-concept protocol with
a Common Lisp proxy and corresponding glue in the
runtime.

To handle multiple scripts in parallel we designed
Lobo as an event based system with a main event
queue and handler functions for the various event
types. Each script runs until blocked, e.g. by a re-
ceive with no matching messages in the queue. Con-
trol is then yielded to the next active script.

Performance has not been a goal. Rather, we were
interested in finding suitable abstractions for writ-
ing security protocols. However, we believe that
performance will not be a problem in most cases for
the following reasons: Security protocols are typi-
cally short with few messages, and spends most of
their time either waiting for the network, or doing
“low level” cryptographic operations. We can do lit-
tle with the network latency and low level crypto can
be handled by hardware accelerators or by hand-
tailored code.

4 Examples

Below are some examples of protocols implemented
in Obol; they all run on the current implementation
of Lobo.

4.1 Ping-Pong protocol

Our first example, is a trivial protocol to verify the
presence of another party (expressed in the custom-



ary notation):

Message 1: A— B A,B,Nyu
Message 2: B — A B,A,{Na,Npltk.,,
Message 3: A— B A,B,Np

Under the assumption that the key Kap is “good”
for communication between Alice and Bob, the
exchange of encrypted, fresh random numbers as
shown will make both parties believe that the other
party is online now.

This protocol can be programmed in Obol' and a
client would transfer the program (no more than a
few hundred bytes in all) to Lobo.

In this example the communication is initiated by
Alice, and she executes the following program (the
line numbers are not part of the program):

1 (believe $L "myhost:port" address)

(believe $R "hishost:port" address)

(believe $K (load "K.key") shared-key
(alg AES) (size 128))

(believe $N (generate nonce ((size 128))))

(send $R $L $R $N)

(receive $R $L *1)

(decrypt $K *1 $N *2)

(send $R $L $R *2)

(return t)

w N

© 00 N O O

This program is represented as a string, and is trans-
ferred to Lobo over some (secure) communication
channel (a system-call channel, for example). The
numbers below refer to the line numbers in the
source code:

1. In this program, variables are here identified by
having ‘$’ as first character.

The semantics of the keyword “address” is
that data held by these variables are inter-
preted to be addresses of some sort; i.e. the
type of the value referred to by the variable $L
is “address”.

The net effect of this statement is that the vari-
able $L is created in the namespace, and set to
(point to) information about the local system.

2. The variable $R is created, and set to informa-
tion about the Bob.

3. The variable $K is given type “shared-key”, and
loaded from a file named “K.key”.

1One could say that the protocol is Obolable.

Notice that the programmer has stated two as-
sumptions he is making about the key (the al-
gorithm where it is to be used, and it’s length).
Lobo can now verify that they hold. In most
cases, which algorithm is used is not important,
but for some reason the programmer wants AES
in this protocol.

4. The nonce is generated and bound to the vari-
able $N.

5. A message (containing the set of values held
by the variables $L, $R, and $N) is sent to the
value of $R.

6. The program blocks until a message is received,

presumably from a channel assumed to origi-
nate with $R (a TCP connection established as
a side effect of the previous statement, for ex-
ample).
The message is received (by the program) when
it can be parsed by the runtime into three com-
ponents where the first must be found to be
equal to $R and the second to $L; the third can
be anything and is assigned to the anonymous
(typeless) variable *1.

7. The value of the anonymous variable x1 must
be decryptable with the key $K. One of the
components after decryption must be $N. The
other one is unknown (unrecognizable), and is
assigned to the anonymous (typeless) variable
*2.

8. A new message is sent to $R; the unknown mes-
sage component held in the variable %2 is made
part of the message.

9. The return value is “true”, informing the caller
that the protocol executed to completion; how
to return a value will obviously depend on the
implementation. If Lobo fails to execute the
Obol program, an environment-specific indica-
tion that an error has occurred will be returned
(e.g. a Java Exception).

When Alice is returned the value “true” she can
draw the conclusion that if it is (still) true that the
key identified by $A in her key repository is shared
only with Bob, Bob is online (now).

4.2 Yahalom

In Section 1 we used the Yahalom protocol to ex-
plain the rationale for Obol. Following is the Obol



implementation of this protocol (line numbers are
not part of the implementation):

;; Implementation of A
1 (believe A "host-A:9000" address)
(believe B "host-B:9000" address)
3 (believe Kas (load A) shared-key ((alg AES)
(size 128)))
4 (believe Na (generate nonce ((size 128))))
;3 1: A->B: A, Na
6 (send B A Na)
;3 3: S->A:{B,Kab,Na,Nb}Kas,{A,Kab}Kbs
7 (receive *toA *toB)
(decrypt Kas *toA B *Kab Na *Nb)
9 (believe Kab *Kab shared-key ((alg AES)
(size 128)))
10 (believe Nb *Nb nonce)
;3 4: A->B:{A,Kab}Kbs, {Nb}Kab
11 (send B *toB (encrypt Kab Nb))

N

¢}

;; Implementation of B
1 (believe B "host-B:9000" address)
(believe S "host-S:9000" address)
3 (believe Kbs (load B) shared-key ((alg AES)
(size 128)))
;3 1: A->B : A, Na
4 (receive *A *Na)
(believe A *A address)
(believe Na *Na nonce)
;3 2: B->S: B, {A,Na,Nb}Kbs
(believe Nb (generate nonce ((size 128))))
(send S B (encrypt Kbs A Na Nb))
;; Message 4 A -> B : {A,Kab}Kbs, {Nb}Kab
10 (receive *1 *2)
11 (decrypt Kbs *1 A *Kab)
12 (believe Kab *Kab shared-key ((alg AES)
(size 128)))
13 (decrypt Kab *2 Nb)

N

o o,

© 00 N

;; Implementation of S
;3 2: B->S: B, {A,Na,Nb}Kbs
1 (receive *B *fromB)
2 (believe B *B address)
3 (believe Kbs (load B) shared-key ((alg AES)
(size 128)))
4 (decrypt Kbs *fromB *A *Na *Nb)
5 (believe A *A address)
;3 Se comment below
6 (believe Na *Na nonce)
7 (believe Nb *Nb nonce)
;3 3: S->A : {B,Kab,Na,Nb}Kas, {A,Kab}Kbs
8 (believe Kas (load A) shared-key ((alg AES)
(size 128)))

9 (believe Kab (generate shared-key ((alg AES)
(size 128))))

10 (send A (encrypt Kas B Kab Na Nb)
(encrypt Kbs A Kab))

Notice in the implementation of S that we have
chosen to promote the two components into nonces
(lines 10 and 11). This is not strictly necessary,
as they could have been included in the encryption
expression in the line 15 without having been pro-
moted. However, by promoting them we give the
runtime the possibility to examine them as nonces
(and not just data). This can be used to verify that
they haven’t been seen before, that they seem to be
random, and so on. This illustrates how one with
ease can experiment with protocols and their imple-
mentation when the protocol has been implemented
in Obol.

4.3 SSH

SSH is a widely used security system and it is natural
to ask if Obol can be used to implement (parts of) it.
The answer is basically “no”; we discuss the reason
below.

The complexity of SSH stems from several sources:
The runtime carries much state; for instance, some
messages will not be legal before the user has been
authenticated, and a re-keying operation must not
be started if there is already one going on. There is
poor support for this in Obol.

Another complicating factor is that SsH is really a
whole architecture composed of multiple protocols
working on several levels. A third complicating fac-
tor is that there are states which have more than one
legal next state. This complicates receiving mes-
sages, and requires conditionals to be introduced in
Obol.

Yet another obstacle is the re-keying sub-protocol;
after maximum one hour a new session key is es-
tablished by running part of the original protocol
anew. But this time the protocol is run on top of
the protocol multiplexing machinery that has been
established.

As a whole, SSH is a suite of protocols. Obol in
its current form is not intended for such protocols.
Rather it is targeted at purely security related func-
tionality, especially authentication protocols. How-



ever, we believe it would be possible to use Obol
when implementing an application that provided
the same functionality as say a SSH client. But such
a solution would not be binary compatible with SSH.

4.4 EKE

EKE (Encrypted Key Exchange) was proposed by
Bellovin and Merritt [5] to secure password-based
protocols against dictionary attacks. It also achieves
perfect forward secrecy, that is, the disclosure of the
password (long term secret) does not compromise
the session key produced by the protocol.

Let A and B be the two principals in the protocol, P
a shared long term secret (password or secret key),
and K; the public part of a temporary public key
pair. The protocol consists of five messages where
the last three are for mutual verification of the key;
we present only the two first which show the essence
of the protocol:

Message 1 A— B: A {K}p
Message 2 B — A: {{Kuw '}k, }P

Note that the perfect forward secrecy comes from
the fact that the session key is encrypted with a
temporary public key. Even if the long term secret
P is compromised later, this will only reveal K;; the
attacker cannot get to the session key K 45 because
it is still encrypted with K; and the corresponding
private key needed for decryption has hopefully been
destroyed.

;; Implementation at A
;; Message 1 A->B : A, {Kt}P
1 (believe A "host-A:9000" address)
2 (believe B "host-B:9000" address)
3 (believe P (load "P.key") shared-key
((alg AES)))
4 (believe (Kt Kt-1) (generate public-key
((alg RSA) (size 512))))
5 (send B A (encrypt P Kt))
6 (believe Kab (decrypt Kt-1 (decrypt P
(receive *1))) shared-key ((alg AES)))

;3 Implementation of B

3

;3 Message 2 B->A : {{Kab}Kt}P
1 (believe P (load "P.key") shared-key

((alg AES)))

2 (receive *1 *2)

3 (believe A *1 address)

4 (believe Kt (decrypt P *2) public-key
((alg RSA) (keytype RSAPublicKey)))

5 (believe Kab (generate shared-key ((alg AES)
(size 128))))

6 (send A (encrypt P (encrypt Kt Kab)))

5 Related Work

Other projects that are relevant to Obol can be di-
vided in to four different categories depending on
their approach: Logics, Formal Description Tech-
niques, languages that are compiled, and middle-
ware solutions.

5.1 Logic

Various methods can be used to analyze protocols
to determine whether they achieve their goals, in
the hope that the designers can convince them-
selves that the protocol’s assumptions, state tran-
sitions and desirable goals are sound and attain-
able [19]. These analysis tools have also successfully
been used to find and prove design flaws in existing
protocols, often in protocols that were believed to
be sound [20]. There are several classes of tools
available for such analyses, ranging from modal log-
ics [10, 14, 26], to Higher Order Logics rewrite sys-
tems [9], and to state attainability deducers [19, 20].
Common to all these approaches is that they prove
or disprove the reachability of a protocol’s goal state
from its initial assumptions via a set of transitions,
and that they operate on a description of protocols
that is not executable.

Although Obol has it’s roots in these logics, being
a programming language sets it apart.

5.2 Formal Description Techniques

Loros (Language Of Temporal Ordering Specifi-
cation) was developed by 0OsI in the late eighties
as a Formal Description Technique [7, 17]. Tt is a
language for the description of protocols. It has
complementary formalisms for ’data’ based on ACT



ONE [11] and ’control’ based on ¢csP [16]. The lan-
guage has formally defined syntax, static semantics
defined by an attributed grammar and dynamic se-
mantics described in terms of inference rules. The
main goal of the language is to describe protocols in
such a way that reasoning about their correctness
is possible. Such reasoning is done by investigating
the possible states the protocol can be in, depend-
ing on the messages that are received. In general,
this model has an infinite number of states, where
time is added to the usual state machine model via
a special “time passage” action. Estrel is one of
the family of languages used to describe real-time
systems using the state machine model [8, 6].

This approach is fundamentally different from the
one taken in Obol. A protocol implemented in Obol
is not a vehicle for analysis.

Another approach is to assume that TCP/IP is avail-
able, and then place a new layer between the appli-
cation and the transport layer [21]. This new layer
is then responsible for negotiating security proper-
ties between the parties. The system, named LEI
(Logical Element of Implementation) can interpret
and implement any security protocol from its speci-
fication. As is custom for these approaches, there is
only one protocol description and both sides need to
run identical software. In some sense this approach
could be classified as middleware.

5.3 Implementation languages

Prolac is a language for implementation of proto-
cols [18]. The language can be compiled into C,
and, as is the case with Obol, both sides need not
be implemented in the language. Prolac is geared
towards the implementation of “traditional” proto-
cols and do not have any special features for the
implementation of security protocols.

Prolac compiles to C and the idea is that the re-
sulting code can be embedded in an application or
system. In this respect, Obol has a different goal
since we want the protocol to be executable at once.
In particular, we can not modify the hosting system
to link with a new version of a protocol.

5.4 Middleware

“Da Capo++" is a middleware system where many
of the application’s needs and communication de-
mands can be specified in terms of QoS values [23].
Da CaPo++ has a well defined protocol machinery
(named Lift) which is at the core of the system. The
data is managed by the Lift, and passed to modules
that are inserted (or removed) according to the QoS
specifications of the application. There is a rich API
to enable applications to compose the system to its
needs. The performance is good.

Da CaPo++ also places security under the same
QoS regime as other resources available to the sys-
tem. The means that the “degree of privacy” has to
be specified as a QoS value (a number). The prob-
lem is, obviously, that any number needs a semantic
mapping to be useful. In Da CaPo++ this mapping
has been constructed in the following way [23, Sec-
tion E.2]: The application can specify the required
strength of the cryptographic algorithm that is to be
applied to the data. This strength is derived from
how long the application wants the data to be pro-
tected as a function of who a likely attacker might
be, measured in money. For example, an applica-
tion can require that the data must withstand an
attack by a “determined group” or “competing en-
terprise” for a number of years, and the value of the
information. Based on this, the system must pro-
vide security mechanisms whose breaking cost are
higher than this value. In addition, the user has
to specify how likely these promises should be met.
The authors of [23] notes that it is easier for the user
than for the system to add “quality” to data, and
to perform the mapping required for the system to
find a suitable algorithm.

The system will maintain a database of algorithms
(and their implementations), and by using the in-
frastructure provided by the system, a suitable pro-
tocol can be constructed (by inserting in the Lift
the appropriate modules). This design relieves the
application from having to specify which crypto-
graphic algorithm to use, as well as being flexible;
new algorithms can be installed at any time, with-
out having to change the applications.

Da CaPo++ and Obol are very different systems.
Da CaPo++ is one system that is intended to run
on both sides of a communication channel; it is mid-
dleware. Obol, on the other hand, is a subsystem
for protocol execution, and a protocol realized with



a program written in Obol can communicate just as
well with a system that does not run Obol.

Even though the systems are very different, there
are two aspects where Da CaPo++ is relevant (for

Obol):

e Da CaPo++ views security as one of many QoS
attributes, and there are mechanisms to ma-
nipulate security attributes in the same man-
ner as one manipulates other relevant aspects
of the system. If Obol was integrated into Da
CaPo++ the resulting system would be even
more flexible than what Da CaPo is today.
Rather than mainly altering encryption algo-
rithms, Da CaPo++ could also freely change
the protocol.

e In general Obol programs do not carry instruc-
tions for the run time on which algorithms to
choose, but this could conveniently be done by
the mechanisms offered by Da CaPo++.

6 Future Work

The first implementation of Lobo was a prototype
to demonstrate the viability of the approach; all the
examples shown here have been run on it. This first
prototype was done in Common Lisp. We chose
a format for messages rather arbitrarily. Our for-
mat is native to our implementation, and effectively
blocks any interoperability with existing systems.
We aim at introducing a language for the format-
ting of messages. Since messages often hold general
transformations of the data (such as checksums) the
language needs to be Turing-complete. Ideas for
how this can be done has been taken from the for-
mat form in Common Lisp.

As part of the Acrtic Beans project, we want to
make programmable protocols available to compo-
nents in the reflective middleware system OOPP.
This implementation of Lobo has been written in
Python; it supports a somewhat different set of
primitives.

Also as part of Arctic Beans, work is underway to
make Obol available to components running in EJB;
this would offer more flexibility than use of the inter-
ceptor mechanism. This implementation is written
in Java.
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