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� g�cdz�e*��tZn t�� ��tvlwtZcc8�{Rtvl9��! |f|xt cdef|f|xtv}�}�b-��t o7��tvlwtv`�t>��oql tvc `�t bdcwtJ��t o7��tvl hktv|fc bwj�n 
�ldg�r�t b

cdef|�� oq`�}�e���z�ef|fr�tv` cc8�{Rt$��t o7��tvl bwj�n0tvcdcwtvl h.��|f}�tvl9�

_p� z�M(��t o7��tvlwtv`�
�|feflFoq|f|fcde*� }�tv`�tvlwtvldc>o z j�{Rtvl oqcdefz�b-8�bdcwtvn tvc h j�lu_ � z0M0��' e ��oql efr�r�t n@g0B

|fef}���tvc cdef|&� bdr�ldefz�t>_p� z�M^��t o7��tvlwt=��eflwtvr�cwt>cdef| tv` bwj%)wr�tvcJbd|fefr z�eK��oqlNhkj�lJ_p� z#����sut>_ � z0M

��t o7��tvlwtv`�tBz
e }�tv`�tvlwtvlwtvl9/ z�ef|2
�|fe {�| o�bwbwtvldc ef`�`�e ��oqc oq}�l oqnDn tvc9/ j�} lwtv}�`�t b	��tvl h j�lFhkj�lg�

z�s lwt@��oqc o0�

� ��� ��� bc�

_-GJ1k�4tvl tv`ph j�ldr�j�ldcwtv|xb tNhkj�l _a`�cwtvld`�tvc>G j�`�cdlwj�|R1 t bwb oq}�t;� lwj�cwjo) j�| ��sutvc tvl tv`y{�lwj�cwj�r�j�|f|

bwj�n 
�ldg�r�t b>cdef|J� bwtv`���tA
 t bdrU+dt���tvlFn tv|f|xj�n `�j%��tvl>hkj�l=� ef`�hkj�ldn tvlwt�/ j�} h j�l=�yhkj�ldcwtv|f|xt

j�n*hktvef|xbdefcdg�o�b,+dj�`�tvl9�

sutvc ��`�`�t b cwjDz�tvlwb,+dj�`�tvl o z _-GJ1 � 
 t bdrC+ t���tvl('�_-GJ1k� z�tvlwb,+dj�` �k< _-GJ1k� z��o?Nj�}p_hGJ1 �

z�tvlwb,+dj�`AMg< _-GJ1k� z0Mf?6�q_hGJ1 � z#�

 tv`L8�cdcwt b e�_p� z#� `�tvcdcdz�tvldr j�} _-GJ1k� z0M;
Rtv`o8
cdcwt b e�_ � z0M

`�tvcdcdz�tvldr��
_-GJ1 � n tv|*��ef`�}�tv`�tn
 tv`L8�cdcwtvl b tv} o z>_p� | oq}�tvc hkj�l |xtvz�tvldef`�}Fo z@n tv|*��ef`�}�tv`�t��`� �

��tv`#n3�qcwtv` 
�|fefl@ldg�cdef`�}�o z
}C+-��lwtv|xbwtvl@c oqcdc {�� _p� B | oq}�tvc9/ bd|fefrPoqc _hGJ1 � B {�lwj�cwj�r�j�|f|xtv`4r
g�`

��oqlGcdef|Zj�{�{�}�o z�t�� ef`�h j�ldn tvlwt j�n]��tv`4hkoqr�cdexbdr�tph tvef|xtv` tv|f|xtvl(�k
�e*��l o n t��#`��%��z�tv`���ef}

ef`�hkj�ldnpo�b,+dj�` �

�

� �c�

sut cwj hkj�ldnpoqcwtv`�t tvlD|fefcdcDhkj�lwbdrC+ tv|f|fef}�t bwtv|fz4j�n _-GJ1 � z0MPtvl(
�o�bwtvldcD{�� tvl h oqldef`�}Pn t��

_-GJ1k� z����R_hGJ1 � B n tv|*��ef`�}�tvlFr�oq`k
�ldg�r�t b>o z ldg�cwtvlwt h j�l@�pn tv|*��tGoqcutvc$��oqc oq}�l oqn efr
r�t

r�oq`^
�|fe�b tv`���c z�e*��tvlwtio z tv`Gtv|f|xtvl oq`�`�tv`G}�ldg�`�`K��sut r�oq`Dj�}�b4� }�tv`�tvlwtvlwt b o zg��tv` tv`���tv|fef}�t

n j�cdc oqr�tvlwtv`�o z tvct��oqc oq}�l oqn /Zhkj�lytvr�bwtvnD{ tv|$��tvlwb j�n n j�cdc oqr�tvl efr
r�t | 8
cdcwtvl {�����tv`

{ j�ldcwtv` ��oqc oq}�l oqnDn tvc@
�|feflubwtv`���c cdef| ��sFo z
ef| `�jo��tv` bwtv`���t tv` _-GJ1 � n tv|*��ef`�} cdef| 
�oqr�t

cdef| o z�bwtv`���tvl bwj�n,hkj�ldcwtv|f|xtvl;��tvcdcwt��

D ` _hGJ1 � n tv|*��ef`�}

Rt bdc4�ql o zFtv`@_p� ��t o7��tvl9/�tv` _hGJ1 � ��t o7��tvl j�}Jtvz�tv`�cdg�tv|fc tv`=��oqc o7��tv| �

sutvcdcwtZz�ef|�z�s lwtn��tv|xtvl o z	��oqc oq}�l oqnDn tvc bwj�n hkj�l4�qlwb oqr�tvc h tvef|xtv`K�7d ef}�g�l �0� �uz
exb tvl �
z�j�l���oq`

_-GJ1k�:B n tv|*��ef`�}�tv`�t@bwtvlig�c9�

1 tv`�ef`�}�tv`Gn t�� _-GJ1 � n tv|*��ef`�}�tvl oqc npoq`Dbdr�oq|
r�g�`�`�t }�e�cdef| 
�oqr�tvn tv|*��ef`�}>{��J{�lwj7
�|xtvn tvl

bwj�n'j�{�{�bdc4�ql9/�efr
r�t@hkj�l$� }U+-��lwt _p��{��q|fefcwtv|fef}��

�

���c��s tvcutvl h j�ldcwb oqcdc ef`�}�tv` }�oql oq`�cde hkj�luoqc

��oqc oq}�l oqn 
�|fefl |xtvz�tvldcitv|f|xtvlioqcZtv` _hGJ1 � n tv|*��ef`�}Gz
ef|"
�|fe�lwtvcdg�ld`�tvldc9�0' eRldexbdefr�tvlwtvlH��tvl h j�l

� nDexbdcwt=��oqc oq}�l oqn g�cwtv`k� h �G_hGJ1 � n tv|*��ef`�}�tvl cdef| 
�oqr�t��

_-GJ1k� n tv|*��ef`�}�tvl 
�|feflpc 8
{�exbdr 
�ldg�r�c hkj�l �Pl oq{�{Rj�ldcwtvlwt j�n h tvef| eJ{�lwj�bwbwt b tvldef`�}�tv`1o z

��oqc oq}�l oqn � sutvlwbwj�n tv`:`�j%��tDn j�cdc oql tv`:g�}�8�|*��ef} _-GJ1k� 
Rt bdrC+dt��R/ n3� `�j%��tv` h j�ldr�o�bhB

cwt 
 t bdrU+dt���tv`4g�cwtv` � }�tv`�tvlwtvlwt tv`4`L8#_-GJ1 � 
Rt bdrC+dt��R� _a`�}�tv` _-GJ1 �!n tv|*��ef`�}�tvlGbwr�oq|

}�tv`�tvlwtvlwt b>b j�n tvculwt bdg�|fc oqc>o z tv` n j�cdc oqcdc>_hGJ1 �1n tv|*��ef`�}��]sutvcdcwt tvl hkj�l$�Bg�`�`�}L� tv`

g�tv`���tv|fef}ybwtvr
z�tv`�bNo z _hGJ1 � n tv|*��ef`�}�tvlJn tv|f|xj�n cwjG`�jo��tvl �

�

���c�

sutvcir�lwtvz�t b oqcJoq|f|xtF`�j%��tvlJbwj�n ��oqlJbwc���cdcwt h j�lN_p� j�}�b4�Gbwr�oq| bdc���cdcwtF_-GJ1 � �

�

� �c�

��� ��� � ����� �5

�

sutvc$��`�`�t b npoq`�}�t hkj�lwbdrU+dtv|f|fef}�t c 8
{ tvl _hGJ1 � z#�Jn tv|*��ef`�}�tvl9�7� o`
 tv|f|�GE�

�

z�exbwtvl tv` j z�tvlwbdefr�c

j�z�tvl;��tuhkj�lwbdrU+dtv|f|fef}�tF_-GJ1k� z#�Dn tv|*��ef`�}�tv`�t��
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Type Kode Sjekksum

Informasjonsfelt

IP header

kopi av mottatt datagram dersom det er påkrevd.
ICMPv4: IPv4 header + 8 oktetter av transportlagsheaderen.
ICMPv6: Opp til 536 oktetter av motatt datagram.

ICMP
header

ICMP 
datadel

d ef}�g�l
�0� � '�d�tv|fcwtv`�t>e tv` _hGJ1 � n tv|*��ef`�}

�28�{Rt@j�}Dr�jo��tuhktv|fcwtvc>
 t bdcwtvnDn tvl>�
z�j�l���oq` n tv|*��ef`�}�tv` bwr�oq|]cwj�|fr�t b9�"#U+ tvr�r�bwg�nDn tv`t
�|fefl

}�tv`�tvlwtvldc o zFj�{ tvl oqcdefz�b�8�bdcwtvn tvc9/�j�}Nbwtvcdcwt bK��tvl hkj�l |fefr `
g�|f|�`��ql���oqc oq}�l oqnDn tvc }�tv`�tvlwtvlwt b �

�

���c�

sFoqc o
h tv|fcwtvc	
�|fefl=
 tv`L8�cdcwtvc e `�j
tv` o z n tv|*��ef`�}�tv`�tBhkj�l	� }�e n j�cdc oqr�tvlGtvr�bwcdl o ef`�hkj�ldnpoCB

b,+dj�`pj�n ��z�ef|fr�tv`Bh tvef|xbdefcdg�o�b.+ j�`pb j�n ��oql j�{�{�bdc4�qcdc9�%d�j�l `�j
tv`Bo zDn tv|*��ef`�}�tv`�tJlwtvcdg�ld`�tvlwt b

tv` r�j�{�eFo zr��oqc oq}�l oqnDn tvc bwj�n h j�l4�qlwb oqr�tvcBhktvef|xtv`K� sutvcdcwt z
ef|E
 t ��`�`�t bwtv}4e$��oqc o7��t6B

|xtv`K�is exbwbwt _hGJ1 �*n tv|*��ef`�}�tv`�tPbwr�oq|Fef`�r�|fg���tvlwt _ � z�� ��t o7��tvlwtv`�b oqn@c ! j�r�cwtvcdcwtvl o z

cdl oq`�bd{ j�ldcd| oq}�b-��t o7��tvlwtv` �

�

� �c�

_Gz7�qlyj�{�{�}�o z�t tvlyz
e r
g�`�ef`�cwtvldlwt bwb tvldcye _hGJ1 � n tv|*��ef`�}�tvl o z c 8
{ t �#j�}

�$�

�PD2)���j

n tv|*��ef`�}�tvl	< c 8
{ t !f?J
�|feflH
 t ��oq`���|xtvc o z j�{ tvl oqcdefz�b-8�bdcwtvn tvc9�

��� ��� � � ��� ��
��

d�j�l _hGJ1 � z�M ��oqlynpoq` z�oq|f}�c ����tv|xt n tv|*��ef`�}�tv`�t ef`�`�e cwjPcc8�{ tvl(' _a`�h j�ldnpo�b.+ j�`0BDj�}

h tvef|fn tv|*��ef`�}�tvl9� !J|f|xtun tv|*��ef`�}�tvl n t�� ("!'O &@nDef`���lwt>tv`�`

�

�$!0/�tvlZhktvef|fn tv|*��ef`�}�tvl ��!��c�

� o`
 tv|f|$GE� �Pz
exbwtvll��t hkj�lwbdrU+dtv|f|fef}�t c 8
{ tv`�t _-GJ1k� z0M n tv|*��ef`�}�tvlyz�e>��oql9� d�j�ly_hGJ1 � z�M

tvlg��tvc r
g�`4n tv|*��ef`�}�tvl o zPc 8
{ tv`

�

/ � j�} � bwj�n 
�|fefl	
Rtv`o8
cdcwtvc e z7�ql j�{�{�}�o z�t��:D2)4��j

n tv|*��ef`�}�tvl	< c 8
{ t

�

�$!f?J
�|fefl>
 t ��oq`���|xtvc o z j�{ tvl oqcdefz�b�8�bdcwtvn tvc9�

� ��� � "$��% �����N�Z�Z�N��% � ��% � "�� � ��"8�/������� �

� l oq`�bdnDexb bdexj�` G j�`
cdlwj�| � lwj�cwj%) j�| <,�;GJ�P? tvl | oq}�tvc hkj�lP�ucdef| 
o8Dtv`p{��q|fefcwtv|fef} tv`���t6B cdef|aBmtv`���t

{�lwj�cwj�r�j�|f| n tv|f|xj�n `�jo��tvlBeJtvcp{�oqr�r�t 
�o�bwtvldcB`�tvcdcdz�tvldr"/ b oqn@cBe>
�ef`���tv|xt�����tv`�t n tv|f|xj�n

��exbwbwtuc 8
{ tvli`�tvcdcdz�tvldr"�

�;GJ� }C+-��l ef`�}�tv` oq`
c oqr�tv|xbwtvl n t�� ��tv`�b-8�`7cdef|	��tPg�`���tvld|fef}�}�tv`���t4| oq}�tv`�t b {��q|fefcwtv|fef}7B

��tvc9�K�;GJ�!oq`�c oqlg��tv`:r�oq` h � tv`:tv`�r�tv| j�} n@g�|fef}�tv`�b g�{��q|fefcwtv|fef}k��oqc oq}�l oqn c,+ tv`�t bwcwt h l o

��tpg�`���tvld|fef}�}�tv`���ty{�lwj�cwj�r�j�|f|xtv`�t��:�;GJ� r�oq`�
�ldg�r�t b {�� cwj�{�{ o z:tvc=
�lwt���cDbd{ tvr
cwtvlGo z

r�j�nDn@g�`�efr�o�b,+dj�`�bd{�lwj�cwj�r�j�|f|xtvl �

�

� �c�

�;GJ� tvlBg�c-
�lwt���cl
 tv`L8�cdcwtvcy{�� cwj�{�{ tv`�o z _p� � FJt bwg�|fc oqcwtvcytvlptv` {��q|fefcwtv|fef} {�lwj�cwj�r�j�|f|

bwj�n }�efl n g�|fef}���tvcDhkj�l@hkj�l-
�ef`���tv|xbwt bwj�ldextv`
cwtvldc r�j�nDn@g�`�efr�o�b,+dj�` n tv|f|xj�n `�j%��tvlDbwj�n tvl

cdef|fr
`o8
cdcwtvcN_a`�cwtvld`�tvcdc9��_ � c oqlNj�}�b4�	���q`�� j�n h l oq}�n tv`�cwtvldef`�}yj�}Gb oqnDn tv`�bwtvcdcdef`�}Bo z _p� B

��oqc oq}�l oqn b j�n 
�|fefl bwtv`���c n tv|f|xj�n `�tvcdcdz�tvldr>n t��@h j�lwbdrC+dtv|f|fef} bdc���cdcwt h j�l {�oqr
r�t bdc���ldlwtv|xb tvl9�
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16 biters avsenderport 16 biters mottakerport

0 2 4 oktetter

32 biter sekvensnummer

32 biter godkjentnummer

4 biter
hdr lengde

reservert
6 biter 16 biters vindustørrelse

16 biter TCP sjekksum 16 biter viktigpeker

opp til 40 oktetter med opsjoner

datadelen

d ef}�g�l
�0��� '��;GJ� ��t o7��tvlwtv`K�

������� � � ��� ����������� � �

�;GJ� ��t o7��tvlwtv`#tvl e g�cd}�oq`�}�bd{�g�`�r�cwtvc	��� j�r�cwtvcdcwtvl@| oq`�}��K' e2��oql e cdef|f|xtv}�} n g�|fef}���tvcwtv`

cdef|>� ef`�r
|fg���tvlwt j�{�{ cdef| �L� j�r�cwtvcdcwtvlGn t�� j�{�b,+ j�`�tvl9� �;GJ� ��t o7��tvlwtv` ef`�`�t ��j�|*��tvl n t6B

c oqef`�hkj�ldnpo�b,+dj�` j�n0hkj�l-
�ef`���tv|xbwtv`���tv` ef`�`�}L�ql e ��sutvcdcwte
�ldg�r�t b |xj�r�oq|fc
��j�bN`�j%��tv` hkj�l oqc

j�{ tvl oqcdefz�b�8�bdcwtvn tvcZbdr�oq|�r�g�`�`�tJcdef| 
o8Boq{�{�|fefr�o�b,+ j�`�tv`�t tv` b oqnDn tv`���tv`�}�tv`���t@��oqc o�bdcdl���n �

s exbwbwtBhktv|fcwtv`�tyz
ef|Zz�s lwtBg�b�8
`�|fef} hkj�lDtv` oq{�{�|fefr�o�b,+dj�` bwj�n |xt bwtvl(��oqc o h l o tv`_�;GJ� 
q_p�

bwj%)wr�tvc9�

!H��lwt bwb tv`�t@h l oB_ �r��t o7��tvlwtv`Pj�}y{Rj�ldcd`
g�nDn tvlwtv`�tGh l ol�;GJ� ��t o7��tvlwtv`���oq`�`�tvlFtv` g�`�efr

hkj�l-
�ef`���tv|xbwt bde*��tv`
cde!��r�o�b,+dj�`K�7' e%
 tv`L8�cdcwtvl j�bwb efr
r�tio z@lwt bdcwtv` o z>h tv|fcwtv`�tZe0�;GJ� ��t o7��tvlwtv`

e]`�j�tv` b4s ld|fef}D}�l o7�R/�j�}pz
ef|K��tvl hkj�lNefr�r�tu}L�G`�s ldn tvlwtFef`�` {��^��tvn �

� � � � ��� "�� �/�$�� �" � � ��"8�/������� �

% bwtvl sFoqc oq}�l oqn � lwj�cwjo) j�|�< % s$�P? tvl tv`@{�lwj�cwj�r�j�|f|
b j�n 
�ldg�r�t b hkj�l��Zcdef| 
o8>tv`=��oqc oq}�l oqn^B

n j%��tv|f| h j�lu{�oqr�r�t 
�o�bwtvldcwtG`�tvcdcdz�tvldr�b b-8�bwcwtvn tvl9��% s$�5tvlun=8�t^
�ldg�r�cu{��ycwj�{�{Rtv`Po z _ � �

� � b oqnDn t n3�qcwt b j�n%hkj�lJ�;GJ� /�z�ef|R_p� B | oq}�tvcZc og���q`��yj�n h l oq}�n tv`�cwtvldef`�}pj�}Gb oqnDn tv`0B

bwtvcdcdef`�}yo z ��oqc oq}�l oqnDn tv`�t�/�ldg�cdef`�}pj�}yoq`���lwtF`�tvcdcdz�tvldr�b bd{Rt bwe!��r
r�tucdef`�}��

% s$����oql ef`�}�tv`pn tvr�oq`�exbdn tvl hkj�l �ug�`�`�}L�@��g�{�|fexb tvldef`�} o zA��oqc oq}�l oqnDn tvlZtv|f|xtvl {��q|fefcwtv|fef}

|xtvz�tvldef`�}���sutv`�`�tu{�lwj�cwj�r�j�|f|xtv` cdef| 
L8�lJoq{�{�|fefr�o�b,+dj�`�tvlin@g�|fef}���tvcwtv` cdef|��Gbwtv`���t$��oqc oq}�l oqn^B

n tvl z�t��3�7+dtv|f{yo zptv` tv`�r�tv|�{�lwj�cwj�r�j�|f| g�cwtv` oq|f|xt ��`�t bwb tv`�t
�;GJ�4{�lwj�cwj�r�j�|f|xtv` cdef| 
L8�l �

�

���c�

��� ��� � ��� � ����������� ���

% s$����t o7��tvlwtv`Btvl !Fj�r
cwtvcdcwtvl | oq`�}@j�}e
 t bdc4�ql o z �Fhktv|fc9��� �>b oqnDn tin3�qcwt bwj�n hkj�l2�;GJ�

��t o7��tvlwtv`K/ tvle��t � h.��lwbdcwtGj�r
cwtvcdcwtv`�t e ��t o7��tvlwtv` ��tv`���j�|*��bdz
exb o z�bwtv`���tvl>j�} n j�cdc oqr�tvlwb

{ j�ldc9��_ z7�ql efnD{�|xtvn tv`
c o�b,+dj�`ytvl ��tvc 
�oqlwt>��exbwbwticwjFh tv|fcwtv`�tie % s$� B ��t o7��tvlwtv`yz
e�
 tv`L8�cdcwtvl

j�bwb o z��
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16 biters avsenderport 16 biters mottakerport

16 biters UDP datagram lengde 16 biters sjekksum

datadelen

0 2 4 oktetter

d ef}�g�l;�0� M ' % s$� ��t o7��tvlwtv`K�

� �

� �

" �� ��� % ��� "8� %
 ���&"���������� �/��� � �

d�l oq}�n tv`�cwtvldef`�} tvl tvc {�lwj7
�|xtvn!hkj�l4�qlwb oqr�tvc o z oqc h j�lwbwrU+dtv|f|fef}�t `�tvcdcdz�tvldr bdc���cdcwtvl h j�lwbwrU+dtv|f|feaB

}�t bwc���ldlwtv|xbwtvl {�� _p� Bc��oqc oq}�l oqnDn tv`�t��fD ` `�j%��tZbwj�n!bdr�oq|�bwtv`���tn��oqc oq}�l oqn bwj�n!tvl bdc���ldlwt
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